eSafety Label

Y o & sofer schoal eSafety Label - Action Plan

Action plan submitted by Meryem Mehtap YILMAZ for DOGANKOY iLKOKULU - 18.11.2020 @ 11:10:57

By submitting your completed Assessment Form to the eSafety Label portal you have taken an important step towards analysing the
status of eSafety in your school. Congratulations! Please read through your Action Plan carefully to see what you can do to improve
eSafety further in your school. The Action Plan offers useful advice and comments, broken down into 3 key areas: infrastructure, policy

and practice.

Infrastructure
Technical security

Arr educational approach and building resilience in pupils of all ages is also key to safe and responsible online use so

bring together all teachers to have a discussion on how they will talk to their pupils about being a good and safe digital

citizen. See www.europa.eu/youth/EU_en for examples of discussions that can take place in the classroom on this topic,

through role-play and group games.

Pupil and staff access to technology

Albstaff and pupils are allowed to use USB memory sticks in your school. This is good practice, and your Acceptable Use
Policy should stipulate that all removable media is checked before use in the school systems. Check the fact sheet on

Use of removable devices at www.esafetylabel.eu/group/community/use-of-removable- devices to make sure you cover

all security aspects.

Since staffand pupils can use theirown equipment on your school network, itis important to make sure that the
Acceptable Use Policy is reviewed regularly by all members of the school and adapted as necessary. It must be discussed
with pupils at the start of each academic year so that they understand what is in place to protect them and their privacy,
and why. Base the policy around behaviour ratherthan technology. Visitors must also read and sign the Acceptable Use

Policy before they use the school’'s network.

Data protection

Itis good that your school provides materials on the importance of protecting devices, especially portable ones. Ensure
that staff are aware of these and use them. This material should be pointed out to new staff as part of theirinduction.
Please consider uploading those as evidence at evidence and sharing with others in the forum. Also ensure that your

materials are regularly reviewed to ensure they are in line with the state of the latest technology.

You have a good policy of encrypting pupil data and storing it safely. Ensure all new staff made aware of the

procedures for encryption and data handling and that there is a named point of contact acting as the data controller for
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your school. Upload to your school profile some guidelines about protecting sensitive data through an encryption system

so that other schools can benefit from your experience.

Okulumuzun e Giivenlik Eylem Plam

Doldurulmus Degerlendirme Formunuzu e-Glvenlik Etiketi portalina gondererek, okulunuzdaki e-Givenlik
durumunu analiz etme yolunda 6nemli bir adim attiniz. Tebrikler! Okulunuzda e-Givenligi daha da gelistirmek igin
neler yapabileceginizi gdormek igin litfen Eylem Planinizi dikkatlice okuyun. Eylem Plani, 3 temel alana bolinms
yararli tavsiyeler ve yorumlar sunar: altyapi, politika ve uygulama.

Altyapi
Teknik glivenlik

Her yastan 6grencide bir egitim yaklasimi ve dayaniklilik olusturmak da giivenli ve sorumlu ¢evrimigi kullanimin
anahtaridir, bu nedenle tiim 6gretmenleri 6grencileriyle iyi ve glivenli bir dijital vatandas olma konusunda nasil
konusacaklari konusunda bir tartisma yapmak igin bir araya getirin. Rol yapma ve grup oyunlari yoluyla bu konu
hakkinda sinifta gergeklestirilebilecek tartisma 6rnekleri icin www.europa.eu/youth/EU_en adresini ziyaret edin.

Ogrenci ve personelin teknolojiye erisimi

Tim personel ve 6grencilerin okulunuzdaki USB bellekleri kullanmasina izin verilir. Bu iyi bir uygulamadir ve Kabul
Edilebilir Kullanim Politikaniz, tim cikarilabilir ortamlarin okul sistemlerinde kullanilmadan 6nce kontrol edilmesini
sart kosmalidir. Tim glivenlik hususlarini kapsadiginizdan emin olmak igin
www.esafetylabel.eu/group/community/use-of-removable- devices adresindeki cikarilabilir cihazlarin kullanimi
hakkindaki bilgi formunu kontrol edin.

Personel ve 6grenciler okul aginizda kendi ekipmanlarini kullanabildikleri icin, Kabul Edilebilir Kullanim
Politikasinin okulun tim Gyeleri tarafindan diizenli olarak gozden gecirildiginden ve gerektigi sekilde uyarlandigindan
emin olmak 6énemlidir. Her akademik yilin basinda 6grencilerle tartisiimalidir, bdylece onlari ve mahremiyetlerini
korumak igin neyin mevcut oldugunu ve nedenini anlasinlar. Politikayi teknolojiden ¢ok davranisa dayandirin.
Ziyaretciler ayrica okulun agini kullanmadan dnce Kabul Edilebilir Kullanim Politikasini okuyup imzalamahdir.

Veri korumasi

Okulunuzun, 6zellikle tasinabilir cihazlar olmak iizere cihazlarin korunmasinin dnemi hakkinda materyaller
saglamasi iyidir. Personelin bunlardan haberdar olmasini ve bunlari kullanmasini saglayin. Bu materyal, ise baslama
sirecinin bir pargasi olarak yeni personele belirtilmelidir. Litfen bunlari kanit olarak yliklemeyi ve forumdaki diger
kisilerle paylasmayi dusiiniin. Ayrica, malzemelerinizin en son teknoloji ile uyumlu oldugundan emin olmak igin
diizenli olarak gézden gegirildiginden emin olun.

Ogrenci verilerini sifreleme ve giivenli bir sekilde saklama konusunda iyi bir politikaniz var. Tiim yeni personelin
sifreleme ve veri isleme prosedirlerinden haberdar oldugundan ve okulunuz i¢in veri denetleyicisi olarak gorev
yapan adlandiriimis bir iletisim noktasi oldugundan emin olun. Diger okullarin deneyimlerinizden yararlanabilmesi
icin, hassas verileri bir sifreleme sistemi araciligiyla korumaya iliskin bazi yonergeleri okul profilinize yikleyin.
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